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microcontroller, supports secure access control in any industrial operation or
environment. It gives insights into the integration of EdgeLock SE05x from a
hardware and software perspective for this use case. It also provides detailed
instructions to run a set of code examples that demonstrate how to leverage
EdgelLock SE05x and LPC55S to support secure operation with a MIFARE
DESFire EV2 card. In this case, the LPC55SS is used as an example and the
same concept is applicable using another host MCU.
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1 EdgelLock SE05x for secure access control in industrial loT use cases

In any industrial operation or environment there is equipment and restricted areas that
need to be secured, for safety reasons as well as to protect key equipment from damage
or loss. IoT opens new opportunities for designing advanced access control solutions
for machines, production lines, and other types of valuable items in manufacturing and
industrial settings.

Many industrial operations have supply cabinets, equipment lockers or data centers

that must be protected. Electronic locks can restrict access to these areas to individuals
who are authorized to enter or withdraw items from these secure locations. In addition,
electronic access control solutions can ensure that only authorized personnel are allowed
to operate potentially dangerous machinery or secure areas that are only accessed by
trained, certified employees.

State-of-the-art electronic access control solutions use contactless cards or NFC-
enabled smarpthones as the standard means of authentication and validation of user
credentials. The use of contactless cards to provide physical or logical access to facilities
or equipment are extremely secure and much easier to manage and update than
conventional mechanical keys. As such, they can provide a better and more simplified
means of controlling and monitoring access to devices, systems, and equipment.

In this context, the EdgeLock SE05x can be used by a card reader to setup a secure
transaction with MIFARE DESFire EV2 contactless cards. On the one hand, the
EdgelLock SE05x stores the MIFARE secret key, authenticates the MIFARE DESFire EV2
and exports the MIFARE session key to the host MCU. In turn, the host MCU implements
the MIFARE application logic and handles the MIFARE DESFire EV2 command set and
secure messaging. On the other hand, MIFARE DESFire EV2 contains a security system
with tamper-resistant properties and is capable of providing confidentiality, authenticity
and integrity security services. The user credential is protected in this contactless IC
based on the configured access rights and the knowledge of the secret keys that fulfill
these access rights.

As such, EdgelLock SE05x helps you to provide a higher level of security in your access
control system by:

* Protecting the master keys: The master keys used for card authentication are
protected inside the EdgeLock SE05x and can not be read or manipulated.

¢ Authenticating the card: EdgelLock SE05x supports the authentication protocol and
the session key generation algorithm of MIFARE DESFire EV2 card.

¢ Performing securely related commands: Edgelock SE05x supports secure key
change or key diversification of MIFARE DESFire EV2 cards.
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2 EdgelLock SE05x application diagram

The EdgelLock SE05x works as a secure access module to increase the security of your
loT-enabled card reader for physical or logical access The EdgelLock SE05x connection
to the main host MCU is done using the chip's | °C interface. The host MCU is also
connected to a contactless transceiver, used to communicate with the user contactless
credential. Optionally, the host MCU can also interface with a backend system and with
user interface components such as keypads, LEDs, LCD screens or others as described

in Figure 1:
loT-enabled
2c EdgeLock SE050 cardireader;
ul 0=
(optional) s
Host MCU P
- T
12C / SP1/ UART =
Backend < > NFC reader IC S 4\ J )))
system S s |
(optional) =\
N
Figure 1. EdgelLock SE05x hardware integration in an loT-enabled card reader

The OM-SEOQO50ARD is an ideal development kit to evaluate the EdgelL.ock SE05x
features, build a proof of concept or prototype our loT-enabled card reader solution
before going into production. It comes with headers and connectors that allow us to
access the EdgelLock SEQ05x interfaces, including the I°C slave lines to connect a host
MCU board. Check Section 4 for more details about how the OM-SEO050ARD is used in

the EdgelLock SE05x secure access demo.
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3 Software integration with EdgeLock SE05x Plug & Trust middleware

565710

The host MCU implements the application logic and drives the operation of the loT-
enabled card reader. In this respect, the EdgeLock SE05x acts as a companion security
IC to setup a secure transaction with a user credential stored in MIFARE DESFire EV2
contactless card. The host MCU uses the EdgeLock SE05x to authenticate the MIFARE
DESFire EV2 credential and to derive the session key for each transaction. Then, this
session key is exported to the host MCU and used to handle the standard MIFARE
command set as part of the MCU application logic as depicted in Figure 2.

loT-enabled card reader

NFC

L8P

Contactless card

l_l_l_l_l_l_l
»

PN
B

ﬁ MIFARE temporary
session key

Figure 2. EdgelLock SE05x MIFARE session key derivation

The Edgelock SE05x Plug & Trust Middleware is a single software stack designed

to facilitate the integration of EdgeLock SE05x into your host MCU software. This
middleware has built-in cryptographic and device identity features, abstracts the
commands and communication interface exposed by the EdgeLock SE05x, and it

is directly accessible from stacks like OpenSSL, mbedTLS or other cryptographic
libraries. It also comes with support for various NXP MCU / MPU platforms and can be
ported to multiple host platforms and host operating systems. Figure 3 is a simplified
representation of the layers and components which EdgeLock SE05x Plug & Trust
Middleware is made of:

EdgeLock SE050 enablement

EdgelLock SE050

Figure 3. NXP Plug & Trust middleware block diagram
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This section gives insights into the integration of EdgeLock SE05x from a software
perspective. It includes an overview of the useful functions included in the EdgelLock
SEO05x Plug & Trust middleware for secure operation with MIFARE DESFire EV2 cards.

EdgelLock SE05x Plug & Trust middleware MIFARE DESFire EV2 API

The EdgelLock SE05x Plug & Trust Middleware provides functions that support MIFARE
DESFire EV2 card authentication, session key generation and key personalization. Refer
to MIFARE DESFire EV2 datasheet (ds226031) for more details about MIFARE DESFire
EV2 commands.

Se05x_API DFAuthenticateFirstPartl ()

Performs the first part of the AuthenticateEV2First three-pass mutual authentication
between MIFARE DESFire EV2 and the loT-enabled card reader. Calling this function,
the EdgelLock SE05x takes care of:

 Deciphering the random number (RndB) generated by MIFARE DESFire EV2 with the
selected key.

* Rotating the first byte of RndB to the end (RndB"').

» Concatenating RndB' with its own generated random number (RndA + RndB') and
returning them encrypted to the host MCU with the selected key

Se05x API DFAuthenticateFirstPart2()

Performs the second part of the AuthenticateEV2First three-pass mutual authentication
between MIFARE DESFire EV2 and the loT-enabled card reader. Calling this function,
the EdgelLock SEQ05x takes care of:

¢ Deciphering the RndA' received from the MIFARE DESFire EV2.
* Comparing it with the RndA generated internally. If the comparison is successful, the
authentication is successful.

Se05x API DFAuthenticateNonFirstPartl ()

Performs the first part of the AuthenticateEV2NonFirst three-pass mutual authentication
between MIFARE DESFire EV2 and the loT-enabled card reader. Calling this function,
the EdgelLock SEQ5x takes care of::

¢ Deciphering the random number (RndB) generated by MIFARE DESFire EV2 with the
selected key.

* Rotating the first byte of RndB to the end (RndB").

* Concatenating RndB' with its own generated random number (RndA + RndB') and
returning them encrypted to the host MCU with the selected key

Se05x API DFAuthenticateNonFirstPart2 ()

Performs the second part of the AuthenticateEV2NonFirst three-pass mutual
authentication between MIFARE DESFire EV2 and the loT-enabled card reader. Calling
this function, the EdgelLock SE05x takes care of:

¢ Deciphering the RndA' received from the MIFARE DESFire EV2.
e Comparing it with the RndA generated internally. If the comparison is successful, the
authentication is successful.
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Se05x API DFDumpSessionKeys

Returns the transaction identifier (T1) and the session key of the current active
authentication with the MIFARE DESFire EV2 to the host MCU.

Se05x_API DFChangeKeyPartl ()

Performs the first part of the ChangeKey command between MIFARE DESFire EV2 and
the loT-enabled card reader. Calling this function, the EdgeLock SE05x takes care of
generating the cryptogram required to update a MIFARE DESFire EV2 key

Se05x API DFChangeKeyPart2

Performs the second part of the ChangeKey command between MIFARE DESFire EV2
and the loT-enabled card reader. Calling this function, the EdgeLock SE05x takes care of
verifying the MAC returned by theMIFARE DESFire EV2 after the ChangeKey command.

Se05x API DFDiversifyKey ()

The Edgelock SE05x creates a diversified key using a diversification input up to 31
bytes. Refer to AN10922 for more details about the AES128 key diversification algorithm
used by EdgelLock SE05x

SeO5x_API_DFKillAuthentication

The Edgelock SE05x invalidates any active authentication with a MIFARE DESFire EV2
and clear the EdgeLock SE05x internal state.

EdgeLock SE05x Plug & Trust middleware MIFARE DESFire EV2 API
documentation

You can refer to the code documentation provided as part of the EdgeLock SE05x
middleware for full details about the MIFARE DESFire EV2 support. To open the HTML
documentation:

1. Go to the directory where you unzipped the EdgelLock SE05x Plug & Trust
middleware;

2. Go to the simw-top\doc folder;
3. Double click the index.html to open it in your default browser;
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4. The documentation landing page will appear as shown in Figure 4. Use the left-hand
side menu to navigate through the documentation or use the search textbox to find the
functions described in Section 3.1.

} { MW  voz21103 TOC ~ Dage ~ Contents 11 Organiza

1. NXP Plug & Trust Middleware

The NXP Plug&Trust Middleware documentation covers following Secure Elements:

Plug & Trust MW

* EdgeLock™ SE050 (Including variants A, Band C)
* A71CH (Limited support)

Setting up SE050 development environment for:
* iMX6UL, iMX8MQ - Linux
Freedom K64F, i.MX RT 1050, LPC55S - FreeRTOS/Without RTOS
Hikey 960 - Android
Raspberry-Pi 3 - Raspian Linux

2.Ch

.

.
3.Plug rust MW Stack .
.

4. Build Windows PC(Visual Studio)
5. Demo ar Documentation also covers:
G * Executing Demos and Examples.
i * Using the CLI Tool to configure the Secure Element for the Demos.
7. CLI Tool * Setting up the iMX and Kinetis Freedom boards to be used with the CLI Tool.
8. Appendix * Setting up and executing Demo Examples.
Search: Dedicated application notes:

* To assist end users from different backgrounds, dedicated application notes are pre
* Some of the important Application Notes are as shown below:

* More details regarding SE050 and other detailed application notes can be found at

s/:SE050

Figure 4. EdgelLock SE05x Plug & Trust MIFARE DESFire EV2 APl documentation

If you are interested in the low level commands for secure operation with MIFARE
DESFire EV2, you can refer to AN12412 - SE050 APDU specification document.
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4 Running the EdgeLock SE05x secure access module project examples
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The EdgelLock SE05x Plug & Trust Middleware includes a set of project examples that
demonstrate the use of EdgeLock SE05x to support secure operation with a MIFARE
DESFire EV2 card. These project examples are:

* ex prepare se(5x

* ex prepare MFDFEV2

* ex Ev2Auth se05x

* ex Ev2ChangeKey se05x
* ex Ev2DivChngKey se05x

The ex prepare se05x project example provisions the EdgeLock SE05x with sample
keys and credentials. Executing this project example is a pre-requisite before running
ex Ev2Z2Auth se(05x, ex Ev2ChangeKey se(05x Orex Ev2DivChngKey se05x
project examples.

The ex prepare MFDFEV2 project example personalizes the MIFARE DESFire
EV2 card with a sample application and keys. Executing this project example is a
pre-requisite before running ex Ev2Auth se05x, ex Ev2ChangeKey se(05x or
ex Ev2DivChngKey se05x project examples.

The ex Ev2Auth se05x project example demonstrates how to authenticate and
perform a sample secure transaction with a MIFARE DESFire EV2 leveraging the keys
stored in the EdgeLock SEO5x.

The ex Ev2ChangeKey se05x project example demonstrates how to change a
MIFARE DESFire EV2 application key leveraging the keys stored in the EdgeLock SE05x

And, the ex Ev2DivChngKey se05x project example demonstrates how to change
and diversify a MIFARE DESFire EV2 application key leveraging the keys stored in the
EdgelLock SE05x

Figure 5 depicts the setup to run the EdgeLock SE05x secure access project examples.
It consists of an LPC55S board (LPC55S69), a CLRC663 development board
(CLEV6630B), an EdgeLock SE05x board (OM-SE050ARD) and a MIFARE DESFire
EV2 acting as the user credential.
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Figure 5. EdgelLock SE05x secure access demo setup
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The steps required to run the project examples that use EdgeLock SE05x as a secure

access module to operate with MIFARE DESFire EV2 cards are:

1. Get the required hardware.

. Download and install the NDA-protected LPC55S69 SDK version.

2
3. Prepare the boards setup and wiring.
4. Run the different project examples.

4.1 Hardware required

The hardware required to run the project examples related with the EdgeLock SE05x
secure access demo is:

1. OM-SEO050ARD development kit:

Table 1. OM-SE050ARD development kit details

Part number

12NC

Content

Picture

OM-SE050ARD

935383282598

EdgelLock SE050
development board
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2. LPC55S69 evaluation kit

Table 2. LPC55S69 evaluation kit details
Part number 12NC Content Picture

LPC55S69-EVK 935377412598 LPCXpresso55S69
Development Board

3. CLEV6630B development board

Table 3. CLEV6630B
Part number 12NC Content Picture

CLEV6630B 935339149699 CLRC663 Frontend
Development Board

4. MIFARE DESFire EV2 card. You can order samples free of charge by getting in touch
with your local sales representative

4.2 Download and install the NDA-protected LPC55S69 SDK version

The project examples for the EdgeLock SE05x secure access module use case are
included as part of the LPC55S69 under NDA version.

1. Download the NDA-protected LPC55S69 SDK version from NXP Docstore, under the
IOT solutions /SE050 content class category.

2. Drag and drop the NDA-protected LPC55S69 SDK zip file in the Installed SDKs
section in the bottom part of the MCUXpresso IDE.
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3. Check that the NDA-protected LPC55S69 SDK is installed successfully.
a. Click Import SDK examples from the MCUXpresso IDE quick start panel.
b. Make sure that a picture of an LPC55S69 with a red ribbon with the label "SE050

(NDA)" on it is available as shown in Figure 6

= 38 SDK Import Wizard
File Edit Navigate Search Project ConfigTools Run Analysi
1~ | ®~ &~ CREI=ERN © Please select 2 board
& Project... 2 =g . Board and/or Device selection page
- ~ SDKMCUs
MCUs from installed SDKs -
NXP MIMXRTI02xxxB o
Kéx
LPCSSKx
 MIMXRT1050
MIMXRTI05 200008
frdmkbaf
U Qui.. 32 |(=Vari.. 5= Outl.. % Bre.. ®=Glo.. = O
- MCUXpresso IDE - Quickstart Panel
E) No project selected

Selected Device:

TargetCore: 7

Description:  MIMXRTI052: iMX® MIMXRTI052 600MHz, 512K SRAM Microcontrollers

(MCUS) based on ARM® Cortex®-M7 Core
= @

SE050 (NDA)

ol

SDKs for selected MCU
Name SDK Version  Manifest Ve,
£ SDK 2 _EVKB-IMXRTIOS 265 340

Figure 6. Import NDA-protected LPC55S69 SDK version

Note: For more detailed instructions on how to install the LPC55S69 SDK into our
MCUXpresso workspace, refer to AN12542 - Quick start guide with LPC55S69.

Board setup and wiring

This section describes the board setup and wiring of the OM-SE050ARD), the LPC55S69

and the CLEV6630B boards.

OM-SEO050ARD jumper configuration

We use the Arduino headers to connect the host MCU board to the OM-SEO0S0ARD. The
jumper settings to enable the I°C slave interface over the Arduino header are shown in

Figure 7:
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Remember to change J14 to position 1-2, which connects SE_VDD directly to 3V3 and
bypasses enable signal. This is required because enable pin on LPC55S coincides with
Silex-2401 SPI pins so we cannot use SE_EN signal to drive SE_VDD.

4.3.2 OM-SEO050ARD connection with host MCU board (LPC55S69)

We use the Arduino connectors to mount the OM-SE050ARD board on top of the
LPC55S69 as shown in Figure 8. Note that OM-SE050ARD should be aligned with A5
pin in LPC55S69 P19 header and DO pin in LPC55S69 P18 header. The two last pins in

P16 and the two first pins in P18 should be left open.

OM-SEO050ARD board

\ Arduino male

connectors

Figure 8. Arduino connectors of OM-SE050ARD and LPC55S69 boards

LPC55S69-EVK board

Double check that the two boards are connected as shown in Figure 9
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Figure 9. OM-SE050ARD connection to LPC55S69

4.3.3 Host MCU connection to NFC frontend (CLEV6630B)

We need to connect the LPC55S69 board via SPI to the CLEV6630B board, acting
as the NFC frontend of the system. For that, we wire the LPC55S69 and CLEV6630B
boards as shown in Figure 10:
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Figure 10. LPC55S69 connection to CLEV6630B via SPI
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Table 4 shows the detailed connection of the LPC55S69 to CLEV6630B

Table 4. LPC55S69 connection to CLEV6630B via SPI

LPC55S69 (# jumper - # pin)

CLEV6630B (# jumper - # pin)

P18-11 (RESET)

J301-2 (CLRC_NRST)

P17-6 (SPI CSEL)

J301-3 (SSEL)

P17-10 (MOSI)

J301-4 (MOSI)

P17-12 (MISO)

J301-5 (MISO)

P17-14 (SPI SCK)

J301-6 (SCK)

P17-7 (GND)

J302-1 (GND)

P18-3 (IRQ)

J302-2 (IRQ)

4.3.4 Laptop connection and TeraTerm configuration

Attach a USB cable to the LPC55S69 board debug link port and to the CLEV6630B
board as shown in Figure 11.
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Figure 11. Boards connection to the laptop

After connecting the boards to the laptop, open a Teraterm session and configure the
serial communication, as shown in Figure 12:

B Tera Term - [disconnected] Ll X Tera Term: Serial port setup X
Tera Term: New connection X
Port: COM7 ~ -
oK
O TCPHP Host: myhost.example.com Baud rate: 9600 ~
History Data: 110 Cancel
i TCP portit: |22 300
Service: () Telnet 5 600
Parity:
SSH SSH version: |SSH2 1200
Stop: 2400 Help
Dilicy Protocol: |UNSPEC ’ 4800
ocol:
Flow control: 9600
14400
q B 19200
@ Serial Port: |COM51: Standard Serial over Bluetoo V| Transmit delay (35400
COM51: Standard Serial over BI h link (COM51) 57600 i
COMS2: Standard Serial over BI h link (COM52 o] '“S""m_we
E COMB5: LPC-Linkll UCom Port [COM65] 230400
—ee e |asoso0
. P 21600
Figure 12. Teraterm configuration

Optionally, you may configure the TeraTerm terminal window to optimize the visualization
of the logs. For that, change the New-line receive setting to AUTO as shown in Figure 13:
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@ COMS3 - Tera Term VT — o X Tera Term: Terminal setup X
File Edit Setup Control Window Help Terminalslze Newtline
Terminal... X Receive: [aUTO
Window...
Font... M Term size = win size Transmit: | ¢ - 3
Keyboard... Auto window resize
Serial port... Help
Terminal ID:  VT100 [ Local echo
Proxy...
SSH... Answerback: [J Auto switch [VT<->TEK])
=t bceten Coding (receive) Coding [transmit)
SSH Forwarding...
; UTF8 v UTF8 v

SSH KeyGenerator...
TCP/IP...
General...

locale: |american

Additional settings...

Save setup...
Restore setup...

Setup directory..

Load key map...

Figure 13. TeraTerm terminal window visualization optimization

4.4 Project examples execution

After completing the board setup and wiring, import and run the project examples as
described in this section.

4.4.1 Import the project examples in MCUXpresso workspace

The LPC55S69 SDK under NDA version include project examples that use EdgelLock
SEO05x for MIFARE DESFire EV2 card authentication, session key generation and key
personalization operations as detailed in Section 4.

Import the project examples in your MCUXpresso worskpace as shown in Figure 14:

1. Click Import SDK examples from the MCUXpresso IDE quick start panel.

2. Select the LPC55S69 board from the list of available boards. The board picture should
include a red ribbon with the label "SE050 (NDA)" on it as shown in Section 4.2.

3. Select the following project examples from the list and click the Finish button:
se SE05x ex Ev2Auth SEO05x

se SEO05x ex Ev2ChangeKey SE05x

se SEO05x ex Ev2DivChngKey SE05x

se SEO5x ex Prepare MFDFEV2

se SE05x ex Prepare SEO05x

4, The project should now be visible in your MCUXpresso workspace.

o0 oo

Note: For detailed instructions on how to import project examples from LPC55S69 SDK,
check AN12542 - Quick start guide with LPC55S
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4.4.2 Provision EdgeLock SE05x (ex_prepareSe050)

The first step is to inject in the keys that will be used for authenticating the MIFARE
DESFire EV2 card in the EdgelLock SE05x. This can be done by executing the

ex prepareSe050 project example, which injects two AES keys into the EdgeLock
SE05x as depicted in Figure 15

&y

EdgelLock SE050

EE

== AESkey1
@m AES key 2

= |

Host MCU

SPI
——— NFC reader IC

B

To run the ex_preparesSe050 project example, follow these steps:

)

loT-enabled card reader

Figure 15. Provision EdgeLock SE05x

1. Selectthe ex preparesSe050 project example from your workspace.
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2. Go to the MCUXpresso Quickstart Panel and click Debug button, wait a few seconds
until the project executes and click on Resume as shown in Figure 16

B8 workspace - Welcome page - MCUXpresso IDE - o X
File Edit Nevigate Search Project Configlools Run Analysis FreeRTOS Window Help
0 K& ®-iix BPHBRAD RGP AU -0 -Ai® - e
Quick A & R4
| &5 Project.. 52 = 0 | @Welome R
=% @ - 3 ® <~ [Fle///Cimp/MCURpressolDE_11,00 2516/de/plugi w orand_11. i B
[C rommmestom o prepwe 5505 Debu> ‘-
T Project Settings - = ~
2, Binaries MCUXpresso IDE
ludes
(IS Ipoxpresso55s69_se_SEOSx _ex_prepare_SEOS LinkServer D Documentation
v Fe i L
< >
|©aui. 2 = B @ installed SOKs 2 & = [a]
98|los
~ Build your project @ Installed SDKs -
A, tuid To install an SOK, simply drag and drop an SDK (zip ilefolder) into the ‘Installed SDK'view. [Common ‘mcuxpresso’ folder]
& Cleen Name SDK Version Manifest Version Location
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9 650K 22 LPCHprsesss9 265 240 B, <Common>\eeS0 kel pccpreso$Sst w2103 2SI
~ Miscellaneous
| i v
Figure 16. Run ex_prepareSe050 project example

3. Go to TeraTerm, you should see in logs similar to the one shown in Figure 17:

0

File Edit Setup Control Window Help

ication channel is Plain.
. recommended for production use  ?'¥?Y

Figure 17. ex_prepareSe050 project log

4.4.3 Personalize MIFARE DESFire EV2 card (ex_prepareMFDFEV2)

The second step is to personalize a blank MIFARE DESFire EV2 card. This can be done
by executing the ex prepareMFDFEV2 project example, which formats the card and
creates a sample application with default key values inside the MIFARE DESFire EV2
card as depicted in Figure 18:

Note: The card personalization performed by the ex prepareMFDFEVZ project
example is provided for illustrative purposes. This card personalization needs to be
adapted based on the card memory map required for each specific application.
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EdgeLock SE050 ‘
He @ =
©=> AES key 1 all +
Host MCU 0 => AESkey2

NFC reader IC ))) Application

Default

' ~~  keys
loT-enabled card reader ﬂ

Figure 18. Personalize MIFARE DESFire EV2 card

To run the ex prepareMFDFEV2 project example, place your blank MIFARE DESFire
EV2 card over the CLEV6630B antenna and follow these steps:

1. Select the ex prepareMFDFEV2 project example from your workspace.

2. Go to the MCUXpresso Quickstart Panel and click Debug button, wait a few seconds
until the project executes and click on Resume
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3. If the card personalization succeeds, your Teraterm window should look similar to
Figure 19:

| B COM13 - Tera Term VT — ] *
File Edit Setup Control Window Help

ARN :Communication c & lain.
ARN :tfttHot recommen ] luction use.?t?

Figure 19. ex_prepareCard output project log

4.4.4 Authenticate and operate MIFARE DESFire EV2 card (ex_Ev2Auth se05x)

Now that both the EdgelLock SE05x IC and the MIFARE DESFire EV2 card have been
provisioned with the required keys, it is possible to authenticate the card with the
EdgelLock SE05x and to start a secure transaction. This can be done by executing the
ex Ev2Auth se05x project example.

First, the ex Ev2Auth se05x leverages EdgelLock SE05x to authenticate the card, as
depicted in Figure 20
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Host MCU EdgeLock SE050
12C

= AES key 1
0 ;== AES key 2

1. Card
authentication

loT-enabled card reader ‘

Figure 20. Authenticate MIFARE DESFire EV2 card

Application

( Default
@;% keys

After that, it generates and exports the MIFARE DESFire EV2 session key to the host
MCU, which uses this session key to set up a secure transaction with the card, as
depicted in Figure 21.

Note: The secure transaction between the EdgelLock SE05x and the MIFARE DESFire
EV2 card performed by the ex Ev2Auth se05x project example is provided for
illustrative purposes. The commands required in a transaction needs to be adapted
based on each specific application.

e &y

Host MCU EdgeLock SE050 i
P <
@)= AES key 1 (
2 Exuu @)ﬁ —
session key 0 =~ AES key 2
3. Host sets up a secure S
transaction with the card ——  NFCreaderlIC 7 =) ) Application
v

using the session key

loT-enabled card reader “

Figure 21. Secure operation with MIFARE DESFire EV2 card

Torun the ex Ev2Auth se05x project example, place your blank MIFARE DESFire
EV2 card over the CLEV6630B antenna and follow these steps:

1. Select ex Ev2Auth se05x project example from your workspace

2. Go to the MCUXpresso Quickstart Panel and click Debug button, wait a few seconds
until the project executes and click on Resume
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3. In Teraterm you should see the logs of the ex Ev2Auth se05x project example,
which should look similar to Figure 22:

M COMI3 = Tera Term VT = o o

File Edit Setup Control Window Help

Figure 22. ex Ev2Auth_se05x log output project log

4.4.5 Change MIFARE DESFire EV2 application key (ex_Ev2ChangeKey se05x)

The EdgelLock SE05x also allows you to securely change MIFARE DESFire EV2
application keys. This can be done by executing the ex Ev2ChangeKey se05x project
example or the ex Ev2DivChngKey se05x project example in case we want to use
key diversification.
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In this context, we can leverage EdgelLock SE05x to authenticate with the current key
value and then, to securely compute the MIFARE DESFire EV2 change key command as
depicted in Figure 23:

Note: The MIFARE DESFire EV2 application key change performed by the

ex Ev2DivChngKey se05x project example is provided for illustrative purposes.
This process might need to be adapted depending on the MIFARE DESFire EV2
personalization, memory map, or specific application requirements.

Host MCU EdgelLock SE050

2 =
e 0= AES key 1 o+

) >=> AES key 2

1. Authenticate with
current key value

2. Change key |
command

aade
loT-enabled card reader “ '

Figure 23. MIFARE DESFire EV2 change key command

Application
(@ Default
N0~ keys

Torun the ex Ev2ChangeKey se05x project example, place your blank MIFARE
DESFire EV2 card over the CLEV6630B antenna and follow these steps:

1. Select ex Ev2ChangeKey se05x project example from your workspace.
2. Go to the MCUXpresso Quickstart Panel and click Debug button, wait a few seconds
until the project executes and click on Resume
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3. In Teraterm you should see the example logs of the ex Ev2ChangeKey se05x
project example, which should look similar to Figure 24:

¥ COM13 - Tera Term VT = O X

File Edit Setup Control Window Help

Figure 24. ex Ev2ChangeKey se05x output project log
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5 Conclusions

565710

The Edgelock SE05x works as a secure access module for an loT-enabled card reader,
attached through a standard 1°C interface to the device host controller. It is used to
increase the security of an access control system by protecting the MIFARE secret keys,
authenticating MIFARE DESFire EV2 credentials and performing secure key exchange or
key diversification.

The application logic running on the host controller is responsible for handling the
contactless communication and implementing the MIFARE DESFire EV2 command set.
The host controller relies on the EdgeLock SE05x to authenticate cards and to derive
the corresponding session key for each transaction. Using this session key, the host
controller is able to establish a secure channel with MIFARE DESFire EV2 to perform a
specific transaction.

The EdgelLock SE05x support package is designed in order to reduce complexity, speed
up design and add flexibility in each part of the product development process. It offers
libraries for different MCUs, integration with the most common OSs and source code
examples for the latest |oT security use cases.

The Edgelock SE05x Plug & Trust Middleware facilitates the integration of EdgeLock
SE05x into your host MCU software. In the context of secure access control in industrial
loT applications, it offers a high level API for secure operation with MIFARE DESFire EV2
and comes with project examples for MIFARE DESFire EV2 card authentication, session
key generation and key personalization operations.

In addition, the EdgeLock SE05x support package includes project examples to evaluate
EdgeLock SE05x in a secure access control framework as explained in Section 4. You
can adapt these project examples and re-use the source code examples as needed to
speed up the development of your loT-enabled card reader design.
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design and operating safeguards to minimize the risks associated with
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