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uint32 t security options; /* anti rollback flags */
uint8 t encrypted distribution key[32];
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}
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7 IMG_ HEADER

8 {

9 security version([4]

10 version counter[4]

11 image size[4]

12 additional keys size[4]

13 jump offset[4]

14 hash encrypted additional keys[32] /* SHA256 */
15 hash _encrypted image[32] /* SHA256 */

16 IMG HDR MAC[32] /* MAC of everything up to here */
17 }
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« REERT IPB BHHEHREEI 2 NS NVM,
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18 include/iidbroadkey.h

19 #define BK SRAM PUF SIZE BYTES (1024)

20 #define BK _AC SIZE BYTES (788)

21

22 /%

23 * REQUIREMENT:

24 & Modify the Memory Map to allocate SRAM slice (RAM2)

25 * (identify/allocate/isolate SRAM memory)

26 o/

27 static  attribute  ((section(".noinit.S$RAM2"))) uint8 t sram puf[BK SRAM PUF SIZE BYTES];
28 static uint8 t activation code[BK AC SIZE BYTES] attribute  ((aligned (4)));
29

30

31 APP _PUF_store_activation_code( activation code ) — Application dependent code to write
Activation Code (ex. Non-volatile memory)

32

33 APP IPB load distribution key( distribution key ) — Application dependent function to provide
Application dependent Distribution Key

34

35 APP _IPB_store_counter( 0 ) - Initialize Monotonic Counter 36

37

38

39 /* Initialize SRAM dedicated for PUF */

40 ret code = bk init( sram puf, BK SRAM PUF SIZE BYTES );

41 if (IID SUCCESS != ret code) break; 42

43 ret code = bk enroll( activation code );

44 if (IID SUCCESS != ret code) break; 45

46 /* Application-Specific method for storage (i.e. flash, OTP)

47 ret code = APP PUF store activation code( activation code );

48 if (IID SUCCESS != ret code) break; 49

50 /* Application-Specific method for Distribution Key management (cryptogram)

51 ret code = APP IPB load distribution key( distribution key );

52 if (IID SUCCESS != ret code) break; 53
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54 ipb header t ipb header;
55 ret code = ipb bind header (
56 (IP_BIND AUTHENTICATE | IP_BIND ENCRYPT | IP BIND NON ROLLBACK),
57 distribution key,
58 (ipb_header t * const )&ipb header );
59 if (IID SUCCESS != ret code) break; 60
61
62 /* Initialize Monotonic counter
63 * Application-Specific method for storage (i.e. NVRAM) 64 =/
65 ret code = APP IPB store counter( 0 );

6.2 RE3|SNRBRA
TENRBER T MAEANER P SEEH, LABERIISERS , UXH PUF DRLSENS RS EHHORENRIET,

66 static  attribute  ((section(".noinit.S$RAM2"))) uint8 t sram puf[BK SRAM PUF SIZE BYTES];
67

68 #typedef struct PUF boot params {

69 const ipb header t * const ipb header;

70 const uint8 t * const image address;

71 uint8 t * const image target address;

72 uint8 t * const additional keys target address;

73 uint32_t * const version_counter;

7/ uintptr t * const execution address;

75 } PUF boot params t; 76

77 PUF_boot params_t params;

78 Bool bool counter updated;

79

80

81

82 APP_IPB load params( &params ) — Application dependent code to load boot params 83

84 APP PUF load activation code( activation code ) — Application dependent code to read Activation
Code (ex: Non-volatile memory)

85

86 APP PUF test activation code( activation_code ) — Application dependent code to validate

activation code. For example, the activation code might be stored in flash and thus it might have
initial clear values (i.e. zero or all-ones).

87

88

89 /* Load variables required by ipb process image ()

90 * Application-Specific method for storage (nvram, header, etc.)
91 @

92 * Flash Storage:

93 * IPB header - stored in OTP by Provisioning Image

94 * bound image — stored in Flash; ipb process_image output to SRAM
95 * counter — stored in NOR Flash

96 R

97 * Flashless Storage:

98 * IPB header — stored in OTP by Provisioning Image

99 * bound image — stored in SRAM at boot; ipb process image no output (XIP)
100 * counter — stored in NOR Flash

101 =Y

102 ret code = APP IPB load params( &params );

103 if (IID SUCCESS != ret code) break;

104

105 /* Initialize SRAM dedicated for PUF */

106 ret code = bk init( sram puf, BK SRAM PUF SIZE BYTES );

107 if (IID SUCCESS != ret code) break;

108
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109 /* Load Activation code
110 * Application-Specific method for storage
111 */
112 ret code = APP PUF load activation code( activation code );
113 if (IID SUCCESS != ret code) break;
114
115 /* Test if Activation Code is Valid
116 * Application-Specific Method for Test (i.e. not all 0x0 or OxFF)
117 * Start Only, Enroll is during Enrollment 118 =/
119 ret code = APP PUF test activation code( activation code );
120 if (IID SUCCESS != ret code) break;
121
122 /* System has valid Activation Code; Enroll would alter IPBindingHeader */
123 ret code = bk start( activation code );
124 if (IID SUCCESS != ret code) break;
125 ret code = ipb process image (
126 params->ipb header,
127 params—->image address,
128 params->image target address,
129 params->additional keys target address,
130 params—->version counter,
131 &bool counter updated,
132 params->execution address );
133 if (IID SUCCESS != ret code) break;

6.3 REEHAT

ZEFHWLRS LS| SHNEREM. NMENEARENSREEANNRREEENTNCZ. B2 RIBELTANZN
BRRERBEHENRE IR D R — R IP BEXXMF. —BEREFHEHAEBNRBELIHRRETRE , BEBKUSH
BERGHEENSREE. SRBZTLEMEEBRRFN , BRRZILAAEEZRXEAFPEF —MEES, HEEZEREF,
BREFENRAS A AREHREEERANRASHIIRE, FREFREN | RELAEFEFENSEITRR.

134 /* Store Monotonic counter

135 * Application-Specific method for storage (i.e. NVRAM)

136 )

137 if ( counter updated == true )

138 ret code = APP IPB store counter( params->version counter );

6.4 MiRFEERR

ZRPFNVREETHEEFEEGIRFNIR, XEBRTHERREE—NEECERATHNARENTH, ZEERTRER
BHE—AMIE , K/DRLIBEERMM additional_keys_size,

7 B4

ZRIAEIRHER T £ H NXP LPC54S0xx MCU ZFIRHE PUF B ARRF RN NARFBER,

RE PUF WYE LR TRENZARRENIRIMNEEZEEENTL O RERTEANSEER, IPHAEFRREE—HL
FENRFEHNEESENER. EF PUF NEEREITUNATRENNEMMBZRS . PUF RENZABTUAETES
I (0 TLS, IPsec # SSH ) JRAERZ M —%4H,

NXP EM Intrinsic-ID 31§ PUF BARF A, HX PUF BARMAM IP BENIFEREE , LUERTF Intrinsic-ID Mk https:/
www.intrinsic-id.com/ 5% & E#B 44 Z info@intrinsic-id.com.
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